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LANCASTER

i

CITY COUNCIL

Promoting City, Coast & Countryside

Committee: AUDIT COMMITTEE

Date: WEDNESDAY, 22 JANUARY 2014
Venue: MORECAMBE TOWN HALL
Time: 6.00 P.M.

AGENDA

1. Apologies for Absence

2. Minutes
Minutes of meeting held on 18™ September 2014 (previously circulated).

3. Items of Urgent Business authorised by the Chairman

4. Declarations of Interest
To receive declarations by Members of interests in respect of items on this Agenda.
Members are reminded that, in accordance with the Localism Act 2011, they are required
to declare any disclosable pecuniary interests which have not already been declared in
the Council’'s Register of Interests. (It is a criminal offence not to declare a disclosable
pecuniary interest either in the Register or at the meeting.)
Whilst not a legal requirement, in accordance with Council Procedure Rule 10 and in the
interests of clarity and transparency, Members should declare any disclosable pecuniary
interests which they have already declared in the Register at this pointing the meeting.
In accordance with Part B, Section 2, of the Code of Conduct, Members are required to
declare the existence and nature of any other interests as defined in paragraphs 8(1) or
9(2) of the Code of Conduct.

5. Annual Audit Letter 2012-13 (Pages 1-7)
Report of KPMG

6. Public Sector Internal Auditing Standards and Internal Audit Charter (Pages 8 - 23)
Report of Internal Audit Manager

7. Internal Audit Monitoring (Pages 24 - 47)

Report of Internal Audit Manager



ADMINISTRATIVE ARRANGEMENTS

(i)

(i)

(iii)

(iv)

Membership

Councillors Malcolm Thomas (Chairman), Peter Williamson (Vice-Chairman), Jon Barry,
Geoff Knight, Richard Newman-Thompson, Vikki Price and David Whitaker

Substitute Membership

Councillors  Paul Aitchison, Roger Dennison, Tim Hamilton-Cox, Geoff Marsland,
Sylvia Rogerson and Susan Sykes

Queries regarding this Agenda

Please contact Jane Glenton, Democratic Services - telephone (01524) 582068, or email
jglenton@lancaster.gov.uk.

Changes to Membership, substitutions or apologies

Please contact Members’ Secretary, telephone (01524) 582170, or emalil
memberservices@lancaster.gov.uk.

MARK CULLINAN,
CHIEF EXECUTIVE,
TOWN HALL,
DALTON SQUARE,
LANCASTER, LA1 1PJ

Published on Monday, 13" January, 2014.



$2,000

e

1980 1983

ffective Interest Rat
s Paid at 30-Year

- . — e e

€10¢ 1990300 81

[1Iouno) A1) 18jseosue]

€1/2102
19)}97 JpNY [enuuy

w Axajdwoa ybnouyy buipna

o



‘Ajjue ssSIMS e ‘aAjeladoo) [euoreusaiu| O JO sylewapel palajsifal a1e 0B0| DINM BUl PUB DN "PeIOMISeI 818 8SN PUE UOKEINDIIO S} PUE [BIUBPHUOD S| JUBLUNDOP SIY L “PaAIasal SUBL |1 “Aijue SSIMG

e ‘aAljesadoo)) [euoneulsiul N YNM pajel|ie sl Jagquisw Juspuadapul JO 3IoMpau SN dU) Jo Wil Jaquaw e pue 477 edoing SN Jo Alelpisgns e si

Iysseuped Ajjigel paywil BN € ‘d17 SN €102 ©

Page 2

‘0€€8YIYE0E0
sI Jaquinu auoydajay a18yL yn°Aob 1sb uoissiwwod-jipne@siuie|dwos o) jlrews Aq 1o 4av dLMS ‘uopuo] ‘Jaa.)s weysiep g ‘Buipjing Ai4 ‘100]4 p,€ ‘uoissiwwo)
ypny “abeuepy yun sjureidwod ayj 03 Bunum ul jurejdwod anoA jnd “ainpadsoid sjuiejdwod s UoISSIWWOY }IPNY aY} SSad9. ued nok pajpuey usaq sey juiejdwod
Inok moy yYim paysiessip [|13s aJe noA Ji ‘siy} Jajy "UOISSIWWOD IPNY Y} Y}IM YJoM S.HNdY JO ||e 1o} Jaulied JoBjuod |euoijeu ay} st oym ‘Yn-od°Buudy@soarional]
0} |lewd Aq 10 ‘000% 92 1910 UO S93Y J0A34] JorJUOD aseald asuodsal JnoA yym paysiessip aie noA j| ‘Juiejdwod JnoA anjosal 0y A1} [jim oym ‘Ajioyiny
ay) 0} pes| Juswabebua pajulodde ay) ‘Yie|) 9A3)S J0BIUOD PINOYS NOA daue)sul }Sil) 9y} Ul ‘Y4om S, 9N JO Med Aue yym paijsijessip ale 1o suladuod Aue aney nok j

*KlaAizoaya pue Apuaioiya ‘Ajjlesiwouoda pasn pue ‘10j pajunodoe Aadoid pue papienbajes si Asuow o1ignd jeyy pue ‘spiepuels sadoid pue me| ayj yum asuepiodde uj
pajonpuod si ssauisng a1qnd jey} ainsua o} syuawabuelse sadoud asejd uil Bumnd Joy Ayjigisuodsal umo s.Apoq pajipne ayj 10} AN}ISINS B SE JOe Jou Op SIo}pNne [euta)xy

*}N"A0B UOISS|WWOD}IPNE MMM Je 3}SGIM S, UOISSILWO }IPNY 3y} uo
ajgejieAe S| Yd1ym juawindop siyj o} uoiuape inok meip app ‘Apoq pajpne ay} wouy pajoadxa S| jeym pue pud pue uibaq siojipne jo sapijiqisuodsal ay) aJaym saspewwns
Siy] 'salpog pajIpny pue sIo}pny jo Sanljiqisuodsay Jo Juawale}s Paj}jua JUsWNIop B Panss| sey UoISSIWWOo) }pny ay] “saijied paiy} o} 1o ‘saioedes jenpiAlpul
119y} ul Bunoe yejs jo saqwaw Aue o) Ajjiqisuodsal ou aye) app “Ajuoyiny ay) Jo asn 9jos ay) 10} pasedasd uasq sey pue Ajioyiny ay) o) passaippe si Jodais siyl

g se9Lpny ¢
b panss| spodal jo Alewwng |

saolpuaddy
z soujpesH =

suol}o9s uoday

abed

Sjuaju09

3N 09 bwdy@ybuls ueswisyyns
899% 9¥¢ L9L0 ‘ISL

d77 OWdX
Jebeueyy juejsissy

ybuig ueiwisyyng

3N 0o bwdy®a9| pieyou
199% 91C 1910 ‘I8l

dT7 ONdX

Jebeuepy

997 paeyary

N 09 Bwdy®@Jelo usydals
oleg Lec Lo Bl

dT7 OWdM

JojoaiIg

YJe|D 9Al)S

:aJe Jodal

Sy} Yy}im uoijosauuod ul
9INdM 1e sjoejuod ay |




Page 3

‘Ajjue ssSIMS e ‘aAjeladoo) [euoreusaiu| O JO sylewapel palajsifal a1e 0B0| DINM BUl PUB DN "PeIOMISeI 818 8SN PUE UOKEINDIIO S} PUE [BIUBPHUOD S| JUBLUNDOP SIY L “PaAIasal SUBL |1 “Aijue SSIMG

& ‘aAe12d000 [UONBUIBIU| DN UHM Pajel|iye SWLY Jaquisw Juspuadapul o S1omau DN BU} JO Wil Jequisw e pue 477 8doing DN Jo Arelpisans e si ‘diysseured Ajjiger| paywi| N & ‘d 11 O €102 ©

"JIpNE JUBIoI8 PUB BAI}0BYS UE JO AISAIIBp 8y} YlIM SISISSe UYoIym
‘e1/210Z ul plepuels ybiy e e paulejuiew usaq sey siaded Bupjiom Buipoddns sy} pue sjunodde ayj jo Aujenb ay

‘SjusWv)e]S |BlouBUl
8y} ulyyum Ajigel| pue 1esse Juabunuoos e epnjoul 0] PANURUOD |IDUN0Y By} ‘}seT apisaunT o) spJebal yupn =

‘pouad Buipodal ay) Jaye Juans Bunsnlpe ue Jo eld)ld ay) 198w Jou S90p pue
pouad buiodal ay) Jayje usyeuspun sem }i Se sjuawalels [eloueuld €1/Z10Z dY} Ul uoioesuel) ayj Joj pajunodoe
JOU Sey [10Un0) 8Y] "8)ep }9ays aoueleq ay) Jaye ‘€10z Ae\ Ul palapualins Sem aseaT JoyJe|\ Jajseoue] oy =

's1nd Buipuny Jo 10edwi ay) sbeuew o} aoe|d ul sue|d sbuines ajeudoidde sey Ajioyiny ayy =

“UB|d JIPNY JNO Ul 93)ILIWOY JIPNY 8y} 0} 9S8} papodal pue Sysi JIpne JUesIUBIS om) paluap! SAA

“Jeak 8y} Joj swooul
pue ainjipuadxs S)i Jo pue Ajloyiny 8y} Jo uonisod |eloueuly 8Y) JO MBIA Jie) pue anJ) e SAID Sjuswa)els |eloueul sy}
aABI[9q oM Jey) suesWw sIyl ‘€10z Joquisideg g Uo sjuswale)s [ejoueul) JnoA uo uojuido payienbun ue panssi apn

"S90IN0S8J JO 8SN S| Ul SS8UBAII08)S
pue Aousiolye ‘Awouode ainoes 0] sjuswabuelle Jadold epew sey AjLoyiny 8yl Jeyl papnjouod aAey 8L

‘Aanonpoud pue Aouaioiys Buinoidwi Aq
pue suoionpal }sod buinaiyoe Aq ajdwexa Joy ‘syabpnq Jajybiy uiyim saoinosal sy Buisioud sjuoijesiuebio sy =

"8Jnin} 8|qee8sal0} 8U)} Jo} 8jelado 0} 8NURUOD O} I S8|geus Jey) uoiisod [elouBUl 8|ge)S B 81n08s 0)
pue ‘saniunyoddo pue sysil |eloueul) AjoAilosye sbeuew o) sessaoold pue swelsAs jsnqol sey uonesiuebio sy =

:sJajjew jueoliubls BuIMo||o) 8Y) paliuspl YJom JnQ

"asay} a1ebiiw o) soeld
ul 1nd aAeYy NOA sjuswabuelie ay) PalepISUOD pue UoISNPUOD A4/ JNO 0} SySI JueolIuBIS JO Jaquinu e palluspl S\

‘Aajonpoud pue Aousioiye Buinosdwi pue sadinosal Buisiuoud aie NoA moy se [|om se
‘s955920.d |0Jju0d [eroueul pue Bujuueld [eloueul ‘@oueulaA0b [elouBUl JNOA JB PaY00| 8M UOISNOUOD UNO 1B dALE O]

'SSQUBAII0aYS pue Aouaiole ‘Alouodd aindas noA
moy Buibuajieys pue asuajjisal [eoueuly Bulindas 1oy sjuswabuelte Jadoid aaey noA jeyy paysies ale am sueaw SIy|

€10z Jaquaydas fZ uo €1/Z10g 40} uoisnjouod (N4/A) Asuow Joj anjeA paiijenbun ue panssi ap

saul|pesaH
9UO UOI}10aS

‘uoisnjouod N4A €L/2L0C
aY) pue sjusawaje)s [eloueuly

£1/210Z sfoyiny ay)
10 JIpNne 8y} SI9A09 }Ipne anQ

*a1jqnd ay} jo siaquiaw
Buipnjoul ‘siapjoyayels
|eula)xa Aay 0} sanssi asay)
9jed1unwwod 0} papuajul
os|e s| )1 ‘fyuoyiny ayj jo
sl1aquid|\ 3y} 0} passalppe
s1 1939 siy} ybnoyyy

‘(Auoyiny ayy) 1ounog Ao
Ja)sesueT Jo Jpne £1/Z1.02
ano woJj sbuipuiy Aay

9y} sasuewwns podau sy




‘Aue sSIMS e ‘aAieIadoo)) [euoleuIBiu| DN JO SyIewapel} paleisibal a1e 060] DN dUl PUB DN "PeIOLISeI 8Ie 8SN PUB UOHEINDJIO SH PUE [BRUBPLUOD S| JUBWINOOP SIY | “PeAIssal slyBl | “Aijue ssms
e ‘aAljeladoog [euoneuIBiul DN YIM PaJelje Sl Jaquisw Juapuadapul JO 3I0MIBU DN U} JO Wil Jaquiaw & pue 477 8doind DN Jo Atelpisqns e si ‘diysiauiied Anjigel paywil Mn & ‘417 OWdM €102 ©

"Z Xipuaddy Ul paulejuoo S| [IE9p JayuNnd "ueld JIpny
Ino u1 noA o) pauiodal 88y Jipne 8102 pauue|d JNo YiMm aull ul S SIY] 1WA Buipnjoxe ‘06693 Sem €1/21.0¢ 4ol 88} InQ 99} Jipny

Page 4

"001J0BId JIPNY JO 9POY S,UCISSIWWIOD JIPNY B} PUE 866 L JOY LOISSILULIOD JipNY
8y} Jo syuswalinbal ayj YiM 80UBpIOdO. Ul €1/Z10Z JO) HPNE 8y} PSpNjouU0D 8ABY OM JBY} SWIJUOD 8}BOILeD 8y ]

"£10Z Jequisides g UO 8)BO1I1I80 INO Panss| oA\ ajeol1Ie)

"MIOM {1./€10Z 4NO JO Led se suoljepuswiwoosl
asay} dn mojjo} Ajlewlo) M BAA HPNE L1/0L0Z ©Yl woi) Buipuelsino ulewal SuoiEpUSWIWODal JO JBquinu

"L Xipuaddy ul pajsi| ale yoiym ‘suodal Jayio Ino ui ‘ajeudoidde se ‘pajiodal usaq aney suoljepuswwosal
suonepuawwooal Ajuoud Jomo "YIOM €1/Z10Z INO JO }NSal B Se payiuapl aiom suonepuawwooal Ajuoud ybiy oN fKuoud ybiH ‘1 xipuaddy
‘S)uBWalelS ui pajsi| aAey am spodal
|elouBUl pa)ipne 8y} Yum juajsisuod sem yoed sAjuoyiny oyy jeyy pasuodas apn Ainseas] NH AQ Sjunoooy SUNO22Y 9y} u] paulejuod ale sbuipuly
JUBWIUIBAOL) JO 3JOYAN Jo uononpoud ay) poddns 0} pasedasd Ajloyiny ayy yoiym 3oed UolepIjoSUOD 8y} POMBIASS SAN | L EIlHEEE els | lererfelt] i | pajie}ap oy "papodal
juswajels Aisnoinaid uaaq aney
‘Buipue)siapun INo Y)IM JUBISISUOD SEM I 1Y) PAPN[OUOD PUB JUSWS]L}S 8IUBUISAOL) [enuUY INOA PaMBIASI S\ 92UBUIIAOD [ENUUY 193)9] SIY} Ul SBNSS| 3y} IV

(panunuo9) sauljpesH
auo uoI08g




‘Aue sSIMS e ‘aAieIadoo)) [euoleuIBiu| DN JO SyIewapel} paleisibal a1e 060] DN dUl PUB DN "PeIOLISeI 8Ie 8SN PUB UOHEINDJIO SH PUE [BRUBPLUOD S| JUBWINOOP SIY | “PeAIssal slyBl | “Aijue ssms
e ‘aljeladoog [euoneussiul DN YIM Palel|e Sl Jagquisw Juapuadapul JO 3oMIBU DN U} JO Wil Jaquiaw & pue 477 8doind DN Jo Atelpisqns e s| ‘diysiauied Aljigel paywil MN & ‘d 17 OWdM €102 @

Page 5

"€1/210¢C 104 Jipne Jno Jo sjnsal
8y} Jo Asewwns e sapinoid Jo3ja7 Jipny [enuuy Syl JOqWISAON

(€102 1990300) 419197 HpNY [enuuy

1800}00
“9)e01J14ad INO
‘odes ——  equieides pUE UOISN|OUOD N4/ JNO ‘SJUSWIS)E)S [BIoUBUl 8Y)
sIy} Jo ped se spiepue)s Bunipne Japun paiinbal uo uouIdo Jipne Ino papnjoul Jodey S.J0pny 8y L
suonelejoap Alojepuew ay) papiaoid os|e 9L Y (610Z Joquiardag) poday s Joppny

"SUOIJBAISSO INO JO }NSal & se pasiel
suolepuswWWo9al pue senssi Ay Buipnjoul €1/2102
10} YJOM JIpNE INO JO S}Nsal 8y} pasiiewwns Anp
80UBUIBAOL) YIm pabiey?d asoy| o} yodsy ay|

(€102 1oquiaydag) aunp
90UBUIBA0S YM pabieyd asoy] o) Joday “JeaA [B1oUBUY ¥1/E | 0Z OY) JO} 99) JEIP PUE YIOM
Rep 1pne pasodold 8y} Jno 18s Jo}j87 884 JIpny 8y
(€102 1dy) J93397 994 Jipny
[udy
. dd
‘suinjal pue — UoISN[OUOS N 4A 8Y} Hoddns o) yiom

yole 01 pue sjuswW=ale)s |eloueul s AJLIOYINY 8y} Jo lipne

sjuesb z1/1 10z SAiouIny 8y} UO }I0M UOEDNNISD 8y} 0] yoeoudde Ino 1o 18S el JIpny [eulsixg ayl

JNo JO 8WO2)N0 By} PasLBWWNS UO Lodal SIy |

(£10z Arenigas) Aeniga4 (€102 ya1e) ueld }pny |eusdIxg
sSuIN}ay pue sjuels) JO UOI}eIIJIdD
Aenuep
*19))97 PNy [enuuy }se| Jno
€10¢ 9oUIs panssi am syuodal ay}

sasuewwns xipuadde siyj

panssi sjodau jo Aiewwng : | xipuaddy
soolpuaddy




‘Aue sSIMS e ‘aAieIadoo)) [euoleuIBiu| DN JO SyIewapel} paleisibal a1e 060] DN dUl PUB DN "PeIOLISeI 8Ie 8SN PUB UOHEINDJIO SH PUE [BRUBPLUOD S| JUBWINOOP SIY | “PeAIssal slyBl | “Aijue ssms
G e ‘aljeladoog [euoneussiul DN YIM Palel|e Sl Jagquisw Juapuadapul JO 3oMIBU DN U} JO Wil Jaquiaw & pue 477 8doind DN Jo Atelpisqns e s| ‘diysiauied Aljigel paywil MN & ‘d 17 OWdM €102 @

Page 6

‘10z Adenuer ui enssi 0} enp

ale oM YOIUM £1/Z 102 SWnjay pue sjuels) Jo uonealpa) ay) uo todas Ino ybnody) pauwiiuod aq [jim a8} ay) pue Buiobuo |ns si yJom sjuelb ino
suinjai pue sjuelb Jo uonesIR)

"99) pauue|d 8y} yym aul| Ul si 99} [eulj 8y

'S99} 9|BOS SJI 0} UOISSIWWOY JIPNY 8y} Ag Ajjeuonieu spew suononpal Juesyiubis sy sjo8jial siyl "05zZ'8Z13 1o

Z1/110Z 40} 93} [€10} BAljesedWOd 8y} U0 Jusdiad O JO UORONPAI [[eJaA0 Ue SI SIUL "0G6'9.F Sem AILoyIny ay) Jo JIpNne €1/Z1.0Z SU} 4o} 89} [euly IO

Jipne |eu1ajxy ‘€L/Z10e 104

a9y ypne pauueld ¢|/z10z oy 1suiebe S99} [eulj Jno UO uoljew.oul

uJN)INO 8y} pasiiewlwNs aAeY am ‘nNoA yym diysuone|al 88} JNo Jo JUsIXa 8y} JNoge a9)Iluwo) 1PNy INoA pue HINdY Usamiaq sseuuado ainsus o sapiaoud xipuadde siyy

S99} }JIpny :Z Xipuaddy
soolpuaddy




Page 7

‘(leuoneultayu|
OINdM) @2Aleladoo) [euoljeulau] OINGY JO SHIewspel} Jo Sylewape.l}
paJalsibal ate Ayxaidwod ybnoay) Bumno, pue obo| ‘sweu HNGM YL

‘pantasal sybu |y
‘Aius ssIMS e ‘aAljesadoo) [euonjeuldiu] OINGM UM pajeljie swlly Jaquiaw
Juspuadapul JO JJomiau HINY @Y} JO Wl Jaquiaw e pue 477 @doing 9NOM
jo Aseipisgns e si ‘diysisuped Ayjiger papwil olignd MN e ‘d11 OINdM £L0Z ©

wA1xeydwoa ybnouyy burppno



Agenda ltem 6 Page 8

AUDIT COMMITTEE

Public Sector Internal Audit Standards and
Internal Audit Charter
22 January 2014

Report of Internal Audit Manager

PURPOSE OF REPORT

To advise Members of the outcome from a self-assessment against the new Public Sector

Internal Audit standards and seek approval for a revised Internal Audit Charter

This report is public

RECOMMENDATIONS

(1)

(2)

1.0
1.1

1.2

2.0
2.1

2.2

That the proposed action plan in relation to PSIAS compliance (Appendix A) is
noted.

That the revised Internal Audit Charter (Appendix B) is approved.

Background

Members will recall that they approved a revised Internal Audit Charter at the meeting
held on 26 June 2013. The new Charter was drafted to take account of requirements
introduced by new Public Sector Internal Audit Standards (PSIAS) and an associated
Local Government Application Note (LGAN) published by CIPFA.

The report to Audit Committee advised that the LGAN contained an extensive
checklist for assessing compliance with the PSIAS and that further changes to the
Charter may well be required following a preliminary self-assessment against the
checklist.

Report

A preliminary self-assessment against the LGAN checklist has now been completed.
Given the extent of the checklist, which consists of 334 lines of practice, full details of
the assessment have not been appended to this report. Of the 334 lines, the
exercise identified 288 points where compliance was achieved (or which were not
applicable to our situation). Non-compliance was identified in 17 instances and
partial compliance (where we do comply but it is felt that there is scope to raise
standards) in 29 instances.

A resulting action plan to address the instances of non-compliance or partial
compliance is attached as Appendix A. This sets out a programme of actions
covering the next six months, with a view to establishing and demonstrating full
compliance with the PSIAS. Progress with this objective will be included in the
2013/14 annual internal audit report which will be submitted to the June meeting of
the Committee. Please note that in the assessment, the Internal Audit Manager’s
role is referred to as the Chief Audit Executive (CAE) and any reference to the
“Board” is taken to mean the Audit Committee.
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2.3 Members are asked to comment on and note the proposed action plan.

2.4  As anticipated, this exercise has identified the need for a small number of changes to
the Charter. The opportunity has also been taken to update the Charter regarding
organisational changes and new senior officer designations.

2.5 The amended draft of the Internal Audit Charter is attached at Appendix B with
significant changes and additions highlighted.

2.6 Members are asked to consider and approve the proposed charter.

3.0 Details of Consultation

3.1 Management Team have been consulted in developing the draft Audit Charter.

4.0 Options and Options Analysis (including risk assessment)

4.1 Regarding the Internal Audit Charter, the options available to the Committee are to:
a. approve the draft charter, either as presented, or with suggested changes; or
b. propose an alternative course of action.

4.2 Option a) is the preferred option as it will provide the council and its internal audit
function with the basis to establish compliance with the PSIAS. It will be possible to
consider further minor changes should any be deemed necessary following any
future assessments of the internal audit function against the PSIAS.

5.0 Conclusion

5.1 Following the self-assessment review against the PSIAS, it is timely and appropriate
to update the council's Internal Audit Charter; this establishes the basis for
compliance with the new professional standards for internal audit.

CONCLUSION OF IMPACT ASSESSMENT
(including Diversity, Human Rights, Community Safety, Sustainability and Rural
Proofing)

Not applicable

FINANCIAL IMPLICATIONS

None directly arising from this report

SECTION 151 OFFICER’S COMMENTS

The Section 151 Officer has been consulted and has no further comments

LEGAL IMPLICATIONS

None directly arising from this report

MONITORING OFFICER’S COMMENTS
The Monitoring Officer has been consulted and has no further comments
BACKGROUND PAPERS Contact Officer: Derek Whiteway

Public Sector Internal Audit Standards Telep_hone:_ 01524 582028

E-mail: dwhiteway@lancaster.gov.uk
Local Government Application Note for the J| Ref: aud/comm/audit/140122Charter
UK PSIAS - (CIPFA, in collaboration with the

Chartered Institute of Internal Auditors
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LANCASTER CITY COUNCIL
INTERNAL AUDIT CHARTER

DRAFT FOR CONSIDERATION BY AuDIT COMMITTEE 22/01/14

PREPARED BY THE INTERNAL AUDIT MANAGER

Ver 2.02 -1- December 2013



Page 17
Appendix B

Revision History

Date of this revision:

Revision Date Summary of Changes Version
14/11/07 Initial Draft 0.01
23/01/08 Approved by Audit Committee 1.00
06/06/13 Complete Re-draft — to take account of PSIAS requirements 1.02
26/06/13 Approved by Audit Committee 2.00
17/12/13 Amendments arising from review of PSIAS etc 2.01
19/12/13 Further amendments 2.02
Distribution
Name Title
Audit Committee Internal Audit Charter
Approvals
Name Date Approved Link to Approval Minutes Version
Audit Committee 23/01/08 Minute 31 (2007/08) 1.00
Audit Committee 26/06/13 Minute 9(2) (2013/14) 2.00

Ver 2.02 -2- December 2013
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INTERNAL AUDIT CHARTER

Introduction

Internal Audit in local authorities is a statutory function, required under the Accounts and Audit
(England) Regulations 2011. The regulations state that; “A relevant body must undertake
an adequate and effective internal audit of its accounting records and of its system of
internal control in accordance with the proper practices in relation to internal control”

From 1% April 2013, “proper practices” in internal audit are defined as complying with the UK
Public Sector Internal Audit Standards (PSIAS). The standards combine best practice from
the global and private sector experience of the Institute of Internal Auditors (I1A), with the UK
public sector expertise of CIPFA and other audit bodies in the public services and form the
benchmark against which local authority internal audit services are assessed.

The Standards comprise a revised definition of Internal Auditing, a Code of Ethics for Internal
Auditors working in the Public Sector and the Standards themselves. The Standards are
mandatory for all internal auditors working in the UK public sector.

Definition of Internal Audit

The PSIAS define internal auditing as “an independent, objective assurance and consulting
activity designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined approach to
evaluate and improve the effectiveness of risk management, control and governance
processes.”

Framework for Internal Audit

The following diagram sets out the key legislative, professional and organisational elements
which create the framework within which internal audit operates.

Whilst the Council’s highest level of commitment to internal audit is set out in the Financial
Regulations, it is the Internal Audit Charter which plays the central and most significant role in
establishing the internal framework and environment for internal audit. The Charter sets the
scene for the production and management of the more detailed elements, including strategic
and operational plans, people management and development, and working practices (the audit
manual).

Within the overall framework established under the Charter, internal audit is managed and
delivered in accordance with more detailed elements including those relating to HR matters
(competency framework, Job Descriptions and the Employee Development & Performance
Appraisal regime); strategy and planning; and operational management (covered by the
Internal Audit Manual).

Ver 2.02 -3- December 2013
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Accounts & Public Sector CIPFA
Audit Internal Audit Statement on
Regulations Standards the Role of the

4.2

4.3

4.4

4.5

/

Financial Regulations
@ Internal Audit Charter

Internal Audit Strategy
Internal Audit Plans Internal Audit Manual

Competency

Job Descriptions

Employee

Key Organisational Roles and Relationships

The PSIAS require that the internal audit charter defines the terms ‘Board’ and ‘Senior
Management’ in relation to the work of internal audit. For the purposes of internal audit work,
the ‘Board’ is taken to refer to the full Council, although in practice, the Audit Committee has
delegated responsibility for overseeing the work of internal audit, on behalf of full Council.
‘Senior Management’ is taken to refer to the Chief Executive and Chief Officers.

The authority has adopted CIPFA’s “Statement on the Role of the Chief Financial Officer in
Local Government”, 2010, and the associated “Statement on the Role of the Head of Internal
Audit in Public Service Organisations”, 2011. These statements set out principles and
standards for the Chief Officer (Resources) (as CFO and Section 151 Officer) and the Internal
Audit Manager to act in a mutually supportive way in fulfilling their statutory and professional
responsibilities.

Internal Audit supports the Chief Executive, as Head of Paid Service, in providing high level
assurances relating to the council’s strategy and governance arrangements.

Internal Audit also supports the Chief Officer (Governance), as Monitoring Officer, in
discharging his/her responsibilities in maintaining high standards of governance, conduct and
ethical behaviour.

The Internal Audit Manager is responsible for the effective review of all aspects of governance,
risk and internal control across the full range of the Authority’s activities.

Ver 2.02 -4- December 2013
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The existence of Internal Audit does not detract from or diminish the responsibility of
management to establish systems of internal control to ensure that activities are conducted in
a secure, efficient, accountable and well-ordered manner.

Internal Audit works with, and is accountable to the council’s Audit Committee, to ensure it
can:

o rely on the assurances provided by Internal Audit

o Rely on the assurances provided in respect of all other aspects of the Council’s
Governance arrangements, to enable them to perform an informed critique of the Annual
Governance Statement, on behalf of the Council.

Internal Audit Independence and Objectivity

Internal Audit operates independently within the Council to ensure it is able to appraise the
Authority’s governance, risks and internal control systems in the impartial and unbiased
manner essential to the proper conduct of audits.

To ensure this independence, Internal Audit operates within a framework that allows
unrestricted access to all council officers, senior management and elected Members. As such,
all Internal Audit staff have the right to access all premises, records and documentation held
by the council, its officers and Elected Members, and to seek explanations as they see
necessary to effectively discharge their duties. This position is supported by the Accounts and
Audit (England) Regulations 2011 (§ 6(2)).

The Internal Audit Manager will report in his / her own name to officers and Elected Members,
as they are charged with maintaining effective governance within the organisation. The work of
Internal Audit will be performed and reported in accordance with the direction and agreement
of the Internal Audit Manager.

Obijectivity is preserved by ensuring that internal audit personnel are free from conflicts of
interest and do not undertake any non-audit duties. The sole exception to this is the Internal
Audit Manager’s role as a Deputy Section 151 Officer, which could lead to involvement in
operational matters, creating a conflict of interest. Where there is a call for internal audit
review and opinion on any area in which the Internal Audit Manager has fulfilled an operational
role, this will be managed and reported on directly by the Principal Auditor.

Where internal auditors have a perceived or real conflict of interest in undertaking a particular
piece of work, this will be managed through the internal audit management and supervisory
process. Internal auditors are required to declare any potential conflict of interest both on an
annual basis, and when they are assigned a particular audit review. The work will then be
reassigned to another auditor.

Reporting Lines and Audit Reports
The Internal Audit Manager reports administratively to the Chief Officer (Resources).

Functionally, the work of internal audit is reported in full to senior managers, Members of the
Audit Committee and the external auditor by means of specific reports, and in summary form
to Audit Committee via periodic monitoring and activity reports.

The Internal Audit Manager and Chairman of the Audit Committee have mutual direct access
to each other as they consider appropriate.

Most internal audit assignments will result in the production of a formal report. Draft reports
will be sent to the manager(s) responsible for the area under review for agreement of the
factual accuracy of findings and to develop an action plan to address weaknesses in internal
controls.

Ver 2.02 -5- December 2013
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Once agreed, final reports will be copied to the relevant Chief Officer(s), the Chief Executive
and the Chief Officer (Resources) as well as Members of the Audit Committee and the
external audit manager.

Internal Audit will report regularly on the results of its work to senior management and the
Audit Committee, highlighting significant control issues and potential for improving risk
management and internal control processes.

Whilst management are responsible for the implementation of agreed actions, follow up work
will be performed of agreed action plans to ensure they are being progressed. The Audit
Committee will be advised of progress with the implementation of action plans, and the
Committee may seek explanations directly from the managers responsible for any delays or
failure to implement.

Scope of Internal Audit Work

The scope of Internal Audit covers all the council’s governance arrangements, procedures for
ensuring the effective management of all significant risks and ensuring regularity in all its
financial affairs, including achieving value for money.

Where the Council works in partnership with other organisations, the role of Internal Audit will
be defined on an individual basis or agreed with the organisation through liaison with the
relevant Chief Officer.

Where Internal Audit undertakes work on behalf of any other organisations, this will be
determined in conjunction with the Audit Committee and in consultation with the Chief Officer
(Resources), to ensure that adequate audit resources remain available to provide assurance
over the council’s activities. External assurance work will result in a report and assurance
statement to the relevant organisation’s Board and recommendations to its senior
management.

Internal Audit may undertake consultancy work in addition to its primary assurance role and
the extent of each will be set out in internal audit plans. The scope of any consultancy work
will be agreed with management and will only be undertaken where resources permit without
impacting on the annual assurance process. In line with the PSIAS, the Audit Committee will
be advised of any consultancy work requested and performed.

Internal Audit Obligations and Responsibilities

The Internal Audit Manager is responsible for:

o Developing and proposing the future strategic direction for Internal Audit within the
Authority;

o Developing an annual audit plan in the context of the strategic direction and based on an
understanding of the significant risks to which the organisation is exposed;

o Managing the provision of a complete professional internal audit service to the authority
that is compliant with the PSIAS;

o Monitoring and reporting the performance of the Internal Audit service in accordance with
the documented Internal Audit Performance Management Framework;

o Producing and reporting to Audit Committee an annual audit opinion, based on the
outcomes of internal audit work conducted throughout the year;

o Providing advice and guidance on risks and the application and development of internal
controls;

o Maintaining good working relationships with External Audit based on mutual recognition
and respect, leading to a joint improvement in performance and the avoidance of
unnecessary overlapping of work;

Ver 2.02 -6- December 2013
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o Assessing all matters of potential fraud or irregularity in line with the requirement of the
Council’s Anti-Fraud, Corruption and Bribery Policy. Internal audit will undertake
investigations as necessary into such matters and advise the Statutory Officers and Audit
Committee of the outcomes.

Limitations of Internal Audit Responsibilities

In seeking to discharge the obligations and responsibilities set out in §8 above, it should be
noted that Internal Audit is not responsible for the following, which are the proper responsibility
of management:

o Controlling the risks of the Authority;
o Establishing and maintaining systems of internal control;
o Determining operational policies or procedures; and

o Preventing or detecting fraud and irregularity.

Client Obligations and Responsibilities

The effective fulfilment of the objectives of internal audit reviews and the robustness of internal
audit assurance opinions requires commitment from the managers of services under review to:

o understand their responsibilities to establish systems of internal control which ensure that
activities are conducted in a secure, efficient, accountable and well-ordered manner;

o identify, evaluate and manage business (including financial) risks on a day-to-day basis;

o inform Internal Audit of proposed new systems to enable involvement from the outset, the
scope of involvement to be mutually agreed;

o discuss risks identified with the lead auditor at the start of an audit assignment with a view
to agreeing the scope, objectives and methodology for the review, to be formalised in the
audit brief;

o agree with the lead auditor the plan for the review including timescales, communication
lines and expectations;

o provide constructive input and adequate resources to complete the review within the
agreed timescale;

o respond to audit requests and documentation on a timely basis ensuring that accurate, up-
to-date information is made available to auditors as required;

o evaluate and take ownership of agreed actions, taking account of risk and cost-
effectiveness: and

o implement agreed actions in line with agreed timescales.

Resourcing and Staffing Matters

Internal audit will be staffed according to the staffing structure as approved by the Chief Officer
(Resources) and advised to the Audit Committee and will aim to maintain a suitable mix of
experienced and qualified staff. Adequate resources will be maintained to enable meaningful,
evidenced assurances to be provided.

Individual training needs are established and agreed through the Employee Development and
Performance Appraisal (EDPA) process along with the most cost effective means of meeting
those needs. As a professional service, staff are expected to actively participate in relevant
formal Continuing Professional Development (CPD) schemes.

Ver 2.02 -7- December 2013
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12. Ethics

12.1  The PSIAS contain a Code of Ethics which is mandatory for all internal auditors in the public
sector. In addition, individuals are also required to adhere to the council’'s Code of Conduct for
Employees and the Codes of Ethics of their professional bodies, where appropriate.

12.2 Internal Audit has adopted the PSIAS Code of Ethics. Staff will be required to declare
annually any personal interests and certify that they understand and will comply with
requirements of the Code.

Ver 2.02 -8- December 2013
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AUDIT COMMITTEE

Internal Audit Monitoring Report
22 January 2014

Report of Internal Audit Manager

PURPOSE OF REPORT

To advise Members of the latest monitoring position regarding the 2013/14 Internal Audit
Plan, seek approval for proposed variations to the plan, and update Members on the results
of recent audits.

Also to provide the Committee with an annual update on the council’s position on, and use
of, surveillance and seek Members’ approval for the continued use of the current RIPA
Working Policy.

This report is public

RECOMMENDATIONS

(1)
(2)

()

(4)
(5

1.0
1.1

That the current monitoring position is noted.

That the proposed revisions to the audit plan, as set out in the table in §1.2, are
approved.

That the allocation of further time to undertake work in support of the
corporate programme of service reviews, as set out in §1.6, is approved.

That the results of recent audits (sections 2-3 of the report) are noted.

That the monitoring statement regarding the use of surveillance is noted and
the continued use of the current RIPA Working Policy (attached at Appendix B)
is approved.

Audit Plan Monitoring to 23 December 2013

The 2013/14 Internal Audit Plan was approved by the Audit Committee at its meeting
on 24 April 2013 with minor adjustments approved at subsequent meetings on
26 June 2013 and 18 September 2013. This report is based on the monitoring
position up to 23 December 2013 and a detailed monitoring report as at that date is
attached as Appendix A. In summary, the position at that date was as shown in the
following table.
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1.2 Summary of monitoring position at 23 December 2013
Resources (audit days)
Area of work Aciuals Remain- | Comm- | Current . Proposed
b in itted Plan | Variance Plan
23/12/13 9
Assurance Work
Core Financial Systems 32 0 32 60 28 38
Revenues & Benefits
Shared Services 56 20 76 50 (26) 76
Core Management 17 23 40 70 30 55
rrangements
RISK' Based Assurance 205 12 217 190 27) 217
Audits
Follow-Up Reviews 56 10 66 60 (6) 66
Sub-Total, Assurance 366 65 431 430 1) 452
Consultancy Work
Support Work 9 5 14 25 11 20
Corporate service review 24 16 40 o5 (15) 40
work
Ad-Hoc Advice 57 13 70 70 0 70
Sub-Total, Consultancy 90 34 124 120 (4) 130
Other Work
Other Duties (Non-Audit) 5 3 8 10 2 8
Work for Other Bodies 14 11 25 25 0 25
Audit Management 34 16 50 50 0 50
Sub-Total, Other Work 53 30 83 85 2 83
Contingencies
Investigations 16 16 30 14 25
General Contingency 0 0 40 40 15
Sub-Total, Contingencies 16 16 70 54 40
Total 525 | 120 |  esa | 705 | 51 | 705
1.3 The monitoring position takes account of ongoing and planned work commitments.

1.4

1.5

1.6

This shows that overall, current commitments total 654 days compared with the
current plan of 705 days, giving an uncommitted resource of 51 days. This includes
both the general contingency of 40 days and the unallocated balance of the
contingency for investigation work (14 days).

A review of attendance and work allocations indicates that the previously anticipated
705 chargeable days should be achievable for the year.

Within the Assurance Work section, proposals are made to reallocate resources to
reflect an increased commitment to the Revenues & Benefits Shared Service and the
Risk Based element of the programme. The total number of days planned on
assurance work is increased by 22 to 452.

Members will recall that, at the last meeting of the committee, an allocation of 25
days was approved to support the corporate programme of service reviews. As
indicated in the monitoring reports, 24 days have so far been devoted to a review of
council-wide arrangements for processing payroll. Following on from this, plans are
in place to undertake similar work in relation to other corporate financial systems, and
it is proposed to allocate a further 15 days to this programme.
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proposed to meet these

increased allocations from reductions in the

investigations contingency (5 days) and the general contingency (25 days). This still
leaves 24 days unallocated in these contingencies and provides some flexibility for
the last quarter of the year.

1.8 Other than the proposals set out above, no other significant pressures have been
identified within the plan.

2.0 Results of Internal Audit Work to 23 December 2013

2.1 This report covers audit work and reports issued since the last report to Committee

on 18 September 2013.

Summary reports have been issued to Members for

consideration and are also posted on the Council’s Intranet. The reports issued have

been
Audit Title
New Audit
12/0874
13/0883
13/0886
13/0889
13/0890

13/0897
13/0901
13/0902

Reports

Fees & charges - Salt Ayre Sports Centre,
Williamson Park & other recreational facilities

Working time arrangements

Fees & charges — Planning & Building Control
income

Debtors 2013/14

Fees & charges — private housing and
cemeteries income

CCTV
NDR retention

Housing benefit (welfare reforms)

Follow up Reviews

11/0837
12/0855
12/0875
12/0878
13/0888
13/0891

Complaints

Septic tanks

Visitor Information Centres
Affordable warmth

Fees & charges — Licensing income
Creditors 2013/14

3.0 Matters Arising from Audit Reviews

Report Date

26/09/13
13/11/13
16/09/13
05/12/13
17/10/13

16/12/13
11/11/13
12/12/13

14/10/13
23/09/13
21/10/13
16/12/13
07/10/13
09/12/13

Limited
Limited
Substantial
Substantial
Limited
Limited
Substantial

Maximum

Substantial
Substantial
Substantial
Limited
Substantial

Substantial

Assurance Level

AN NN =

SNBSS S

3.1 The key conclusions and action points in relation to those reports where a “Limited”

or “Minimal” assurance opinion has been given are:
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12/0874 — Fees & charges - Salt Ayre Sports Centre, Williamson Park and other
recreational facilities (Limited)

There are good arrangements in place to ensure that fees and charges are
appropriately set, authorised and reviewed. A limited assurance opinion has been
given on the basis that the efficiency and effectiveness of current purchasing and
stock management arrangements in respect of catering at SASC need to be
improved.  Pricing arrangements at recreational grounds seek to encourage
maximum usage, however consideration needs to be given to whether the service
provided is effectively balanced against the income generated.

12/0883 — Working time arrangements (Limited)

Whilst working time arrangements across the council are generally appropriate to
business needs there are areas where there may be scope for greater efficiency, for
example in standby and callout arrangements. Not all areas of the council are
compliant with Working Time Regulations and/or corporate policies relating to
working time arrangements. Policies need reviewing and clarifying for managers to
ensure that they are applied fairly and consistently.

In a number of areas, arrangements for the management of non-standard pay are
inefficient and prone to error; it is intended to address this through better utilisation of
the new HR/Payroll system and a review of related procedures and practices.

There may be scope for efficiencies through better time recording systems and the
introduction of a corporate approach where possible. Arrangements for booking and
recording annual leave should be improved once the related module of the
HR/Payroll system is introduced, which is due by April 2014.

Lone working risk assessments and procedures need to be reviewed.

A corporate approach to home-working and hot-desking is required to maximise the
benefits of this flexible approach to working.

13/0890 - Private housing and cemeteries income streams (Limited)

A limited assurance opinion has been given on the basis that the fees for the re-
licensing of Houses in Multiple Occupation (HMO) have not been reduced in
accordance with the amendment to the Housing Act which came into force in
September 2012. Actions have been agreed to review these and all other private
housing fees and charges to ensure that they remain appropriate and cover the costs
of service provision where required. Implementation of the action plan should result in
a substantial level of assurance being achieved.

13/0897 — Closed circuit television (CCTV) systems (Limited)

Policy and procedural documents are to be developed and improved in order to meet
the requirements of the Home Office Surveillance Camera Code of Practice issued in
June 2013, and demonstrate compliance with legislation. The guiding principles of
the Code closely reflect the requirements of the Data Protection Act 1998. Systems
and procedures require strengthening to enable the council to evidence that it is fully
compliant with data protection obligations in the management of its various CCTV
systems.

An action plan has been agreed with a view to ensuring compliance with legislation
through documented adoption of the principles of the Code. Officers from those
service areas with CCTV management responsibilities have formed a working group
to take forward the actions agreed in the plan.

In all the above areas, action plans have been developed, setting out measures to
address the issues arising from these audits. Progress will be reviewed and reported
to the Audit Committee in line with normal follow-up arrangements.
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12/0878 - Affordable warmth (follow-up review) (Limited)

An affordable warmth strategy has been drafted with a view to clearly defining aims
and objectives and achieving a co-ordinated approach to helping vulnerable
households achieve affordable warmth. However, resources available to deliver the
actions within the strategy have not been identified. Therefore the level of assurance
that can be provided in relation to the council's arrangements for delivering affordable
warmth objectives remains limited at this stage.

Given the current position on this review, it is proposed that Internal Audit continues
to track progress over the coming year and report developments to future meetings of
the Audit Committee.

Investigations

Internal Audit has been involved in two internal investigations so far this year, these
being in relation to firstly, the procurement of minor works, and secondly the
collection and banking of income. In both instances, appropriate action has been
taken by senior management and arrangements are being made corporately to raise
awareness in these areas.

Other Matters

Surveillance and the use of the Regulation of Investigatory Powers Act 2000
(RIPA)

The Home Office’s recommended practice’ for local authorities is that elected
members “...should review the authority’s use of the 2000 Act and set the policy at
least once a year and also consider internal reports on use of the 2000 Act on at
least a quarterly basis to ensure that it is being used consistently with the local
authority’s policy and that the policy remains fit for purpose”.

The council’'s RIPA Working Policy was last endorsed by the Audit Committee at its
meeting on 18 April 2012. Since that date, the policy has been updated to address
procedural changes brought about by the Protection of Freedoms Act 2012. The
principal changes are:

e A requirement for judicial approval to be obtained for any RIPA authorisation prior
to undertaking covert surveillance; and

e Further restrictions on the purpose for which for RIPA authorisations may be
made, so as to limit their use to “serious crimes”. This rules out the use of RIPA
in the detection and prevention of what are regarded as minor offences, for
example dog fouling.

Together these changes mean that the council’'s need to employ RIPA in future is
very low and is likely to be restricted to the investigation of cases of serious taxation
or benefit fraud.

The council did not raise or rely on any RIPA authorisations during the calendar year
2013. As established in April 2012, any use of RIPA will be reported to Audit
Committee in the Internal Audit monitoring reports.

The current RIPA Working Policy, with the altered sections highlighted, is attached at
Appendix B. Members are asked to consider the revised policy and approve its
continued use.

Details of Consultation

Management Team continues to be consulted in developing the plan.

Options and Options Analysis (including risk assessment)

" Covert Surveillance and Property Interference - Code of Practice (Home Office)
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71 Regarding the Internal Audit Plan, the options available to the Committee are either
to approve the proposed changes or to propose an alternative course of action.

7.2 Regarding the RIPA Working Policy, the options available to the Committee are
either to approve the policy as it stands or to propose changes to its wording.
8.0 Conclusion

8.1 There are no unmanageable pressures within the audit plan at present. Some
realignment of plan allocations is proposed to reflect demands on audit resources,
whilst retaining a reasonable proportion of the contingency provisions to cater for any
unforeseen demands during the final quarter of the year. The programme of audits
for the rest of the year continues to be developed in consultation with senior
management.

CONCLUSION OF IMPACT ASSESSMENT
(including Diversity, Human Rights, Community Safety, Sustainability and Rural
Proofing)

Not applicable

FINANCIAL IMPLICATIONS

None directly arising from this report
SECTION 151 OFFICER’S COMMENTS

The Section 151 Officer has been consulted and has no further comments

LEGAL IMPLICATIONS

None directly arising from this report

MONITORING OFFICER’S COMMENTS

The Monitoring Officer has been consulted and has no further comments.

BACKGROUND PAPERS Contact Officer: Derek Whiteway

Telephone: 01524 582028
E-mail: dwhiteway@lancaster.gov.uk
Ref: aud/comm/audit/140122IAMon

Internal Audit Plan 2013/14
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Internal Audit Annual Plan 2013/14 - Monitoring to 23 December 2013 Appendix A
Work Allocations Actuals to L. . LT . Status at
2312113 Remaining | Committed Plan Variance 23112113

Job No Title (18/09/13)
1. ASSURANCE WORK

LCC Core Financial Systems
12/0861 Debt Management - Council Housing 10 0 10 o
12/0889 Debtors 2013/14 10 0 10 4
12/0891 Creditors 2013/14 12 0 12 e

Sub-total - Core Financial Systems 32 0 32 60 28

Revenues Shared Service - Financial Systems
12/0862 Housing & Council Tax Benefits 2012/13 (Lancaster) 4 0 4 o
12/0863 Housing & Council Tax Benefits 2012/13 (Preston) 1 0 1 o
12/0867 Council Tax 2013/13 (Preston) 1 0 1 o
13/0900 NDR Retention (Preston) 6 0 6 4
13/0901 NDR Retention (Lancaster) 3 0 3 4
13/0902 Housing Benefit Welfare Reforms (Lancaster) 15 0 15 4
13/0905 Housing Benefit Welfare Reforms (Preston) 16 0 16 4
13/0906 Revenues & Benefits Operational Support (Lancaster) 7 8 15 &
13/0907 Revenues & Benefits Operational Support (Preston) 3 12 15 &

Sub-total - Revenues Shared Services 56 20 76 50 -26

Core Management Arrangements
12/0846 National Fraud Initiative 2012/13 3 3 6 &
12/0868 Risk Management 5 1 6 &
12/0871 HR Systems Replacement - ResourceLink Aurora 0 6 6 &
12/0879 Annual Governance Review 2012/13 6 0 6 s
13/0903 NFI2012/13 (HB to Student Loans, CTax to Electoral Roll) 2 8 10 @
13/0892 Procure to Pay Implementation 1 5 6 &

Sub-total - Core Management Arrangements 17 23 40 70 30

Risk Based Assurance Work Programme
12/0874 Fees & Charges - Salt Ayre Sports Centre 21 0 21 4
12/0875 Fees & Charges - Visitor Information Centres 8 0 8 e
12/0877 Corporate Property Service Contracts 15 0 15 e
12/0878 | Affordable Warmth 3 0 3 v
13/0883 Working Time Arrangements 34 0 34 4
13/0885 Fees & Charges - Environmental Health 16 1 17 &
13/0886 Fees & Charges - Planning & Building Control 15 0 15 4
13/0887 Heritage Assets 15 0 15 &
13/0888 Fees & Charges - Licensing 13 0 13 e
13/0890 Fees & Charges - Private Housing & Cemeteries 13 2 15 4
13/0895 Fees & Charges - Trade Waste & Recycling 13 2 15 &
13/0896 Fees & Charges - Grounds Maintenance & Nursery 12 0 12 &
13/0897 CCTV Operations 22 0 22 4
13/0908 Commercial Property Leases & Licences 3 5 8 &
13/0909 Corporate Fees & Charges Arrangements 2 2 4 @

Sub-total - Risk Based Assurance Work 205 12 217 190 =27

Follow-Up Reviews 56 10 66 60 -6 (o]
SUB-TOTAL - ASSURANCE WORK 366 65 431 430 -1
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Internal Audit Annual Plan 2013/14 - Monitoring to 23 December 2013 Appendix A
Work Allocations Actuals to L. X apEOVEs . Status at
2312113 Remaining | Committed Plan Variance 23112113
Job No Title (18/09/13)
2. CONSULTANCY WORK
Support Work (projects and other)
12/0509 RIPA Monitoring and Central Register 2 1 3 oo
12/0807 Information Management Group 0 1 1 oo
12/0870 Information Security and PSN Code of Connection 1 0 1 &
12/0876 Financial Regulations Review 6 3 9 &
Sub-total - Support Work 9 5 14 25 1
Corporate Service Review Work 24 16 40 25 -15 A
Ad-Hoc Advice 57 13 70 70 0 o
SUB-TOTAL - CONSULTANCY WORK 90 34 124 120 -4
3. OTHER
12/0392 Deputy s151 Officer Duties 5 3 8 10 2 [0 e]
Audit Work for Other Bodies - LDNPA 14 11 25 25 &
SUB-TOTAL - OTHER 19 14 33 35 2
4. AUDIT MANAGEMENT
12/0172 Committee Work 11 5 16 oo
12/0189 Audit Planning & Monitoring 23 11 34 [0 e]
SUB-TOTAL - AUDIT MANAGEMENT 34 16 50 50 0
5. CONTINGENCIES
Investigations 16 0 16 30 14
General Contingency 0 0 0 40 40
SUB-TOTAL - CONTINGENCIES 16 0 16 70 54
TOTALS 525 129 654 705 51
Key: e Completed & In Progress A Not Yet Started 00 Continuous or Multi-Year Activity

CFwd Carried Forward to 2014/15 Plan

% Abandoned
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LANCASTER

CITY COUNCIL

Promoting City, Coast & Countryside

THE REGULATION OF INVESTIGATORY POWERS ACT 2000 —

A WORKING POLICY

The Purpose of this Policy

1.

The purpose of this policy is to:

o explain the provisions of the Regulation of Investigatory Powers Act 2000
(RIPA);

a provide guidance and give advice to those Services undertaking covert
surveillance; and

0 ensure full compliance with RIPA and a Council-wide consistent approach
to its interpretation and application.

Introduction to RIPA

2.

RIPA came into force on 25" September 2000 to regulate covert
investigations by a number of bodies, including local authorities. It was
introduced to ensure that individuals’ rights are protected while also ensuring
that law enforcement and security agencies have the powers they need to do
their job effectively.

Lancaster City Council is therefore included within the 2000 Act framework
with regard to the authorisation of both Directed Surveillance and the use of
Covert Human Intelligence Sources (CHIS)

In summary RIPA requires that when a Council undertakes “directed
surveillance” or uses a “covert human intelligence source” these activities
must only be authorised by an officer with delegated powers when the
relevant criteria are satisfied. In addition, amendments contained in the
Protection of Freedoms Act 2012, which took effect on the 1st November
2012, mean that local authority authorisations, and renewals of authorisations
under RIPA, can only take effect once an order approving the authorisation
(or renewal) has been granted by a Justice of the Peace (district judge or lay
magistrate)(JP).

Authorisation for both types of surveillance may be granted only where it is
believed that the authorisation is necessary and the authorised surveillance is
proportionate to that which is sought to be achieved:

An authorisation may be granted only where the Authorising Officer believes
that the authorisation is necessary in the circumstances of the particular case:

“For the purpose of preventing and detecting crime and disorder”

Lancaster City Council/Policy on RIPA/040613 1
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However, amendments which took effect on the 1st November 2012 mean
that a local authority may only authorise use of directed surveillance under
RIPA to prevent or detect criminal offences that are either punishable,
whether on summary conviction or indictment, by a maximum term of at least
6 months’ imprisonment or are related to the underage sale of alcohol and
tobacco. Local authorities cannot authorise directed surveillance for the
purpose of preventing disorder unless this involves a criminal offence
punishable by a maximum term of at least 6 months’ imprisonment. These
amendments are referred to as “the crime threshold”.

5. The background to RIPA is the Human Rights Act 1998, which imposes a
legal duty on public authorities to act compatibly with the European
Convention on Human Rights (ECHR). Article 8(1) of the ECHR gives a right
to respect for private and family life, the home and correspondence. However,
this is qualified by Article 8(2) which provides that there shall be no
interference by a public authority with the exercise of this right except such as
is in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the
country, for the prevention of disorder or crime, for the protection of health or
morals, or for the protection of the rights and freedoms of others. RIPA was
enacted so as to incorporate the provisions of Article 8(2) in English law, and
to establish a means by which a public authority may interfere with privacy
rights in accordance with the law. The objective is to give protection to the
Council and any officer involved in an investigation. The scheme of RIPA is
to state that an authorisation for covert surveillance shall be lawful for all
purposes, but that such an authorisation may only be granted if the
authorising officer believes that what is proposed is necessary and
proportionate (see paragraphs 35 and 36 below).

6. If the authorisation procedures introduced by RIPA are followed, they afford
protection to the Council and to investigating officers in respect of challenges
to the admissibility of evidence, claims under the Human Rights Act 1998,
and complaints to the Local Government Ombudsman or the Investigatory
Powers Tribunal.

7. The Act is supported by statutory Codes of Practice, the most recent versions
of which were published in 2010 and are available on the Council’s intranet.
These are the ‘Covert Surveillance and Property Interference’ Code of
Practice and the ‘Covert Human Intelligence Sources’ (CHIS) Code of
Practice. RIPA requires the Council to have regard to the provisions of the
Codes which are admissible as evidence in criminal and civil proceedings and
must be taken into account by any court or tribunal.

Office of Surveillance Commissioners

8. In May 2001 an Inspectorate was formed within the Office of Surveillance
Commissioners (OSC) to assist the ‘Chief Surveillance Commissioner’ keep
under review the exercise and performance of the powers and duties
conferred or imposed by RIPA. The most recent Procedures and Guidance
document was issued by the Chief Surveillance Commissioner in December
2011, and is available on the Council’s intranet.

9. RIPA requires public authorities to disclose or provide to the Chief

Surveillance Commissioner all such documents and information as he may
require for the purpose of enabling him to carry out his functions.

Lancaster City Council/Policy on RIPA/040613 2
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Statement of intent

10. The Council’s policy and practice in respect of RIPA is to comply fully with the
law and strike a fair and proportionate balance between the need to carry out
covert surveillance in the public interest and the protection of an individual's
fundamental right to privacy. The Council acknowledges that this policy is
very much a living document and will be reviewed and updated in line with the
best guidance and advice current at the time.

PART 1: AN EXPLANATION OF THE KEY PROVISIONS OF RIPA

What is meant by ‘surveillance’?
11. ‘Surveillance’ includes:

a) monitoring, observing or listening to persons, their movements, their
conversations or their other activities or communication;

b) recording anything monitored, observed or listened to in the course of
surveillance; and

c) surveillance by or with the assistance of a surveillance device.

When is surveillance ‘covert’?

12. According to RIPA, surveillance is covert if, and only if, it is carried out in a
manner that is calculated to ensure that persons who are subject to the
surveillance are unaware that it is or may be taking place. If activities are
open and not hidden from the subjects of an investigation, the 2000 Act
framework does not apply.

What is ‘directed surveillance’ or when is surveillance ‘directed’?

13. Surveillance is directed if it is ‘covert’ but not ‘intrusive’ (see below) and is

undertaken:
a) for the purposes of a specific investigation or a specific operation;
b) in such a manner as is likely to result in the obtaining of private

information about a person (whether or not that person is specifically
identified for the purposes of the investigation or operation); and

c) otherwise than by way of an immediate response to events or
circumstances the nature of which is such that it would not be
reasonably practicable for an authorisation to be sought for the
carrying out of the surveillance.
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14. Essentially, therefore, directed surveillance is any:
(1) pre-planned surveillance activity;
(2) undertaken covertly;
(3) for the purposes of a specific investigation;
(4) in such a way that is likely to result in obtaining private information
about a person.

15. Is it for the purposes of a specific investigation or operation?

For example, are CCTV cameras which are readily visible to anyone walking
around a Council car park covered?

The answer is not if their usage is to monitor the general activities of what is
happening in the car park. If that usage changes at any time the 2000 Act
may apply.

For example, if the CCTV cameras are targeting a particular known individual,
and are being used in monitoring his activities, that has turned into a specific
operation which will require authorisation.

16. Is it in such a manner that is likely to result in the obtaining of private
information about a person?

‘Private information’ in relation to a person, includes any information relating
to his private or family life. Private information should be taken generally to
include any aspect of a person’s private or personal relationship with others,
including family and professional or business relationships. Whilst a person
may have a reduced expectation of privacy when in a public place, covert
surveillance of that person’s activities in public may still result in the obtaining
of private information. This is likely to be the case where that person has a
reasonable expectation of privacy even though acting in public and where a
record is being made by a public authority of that person’s activities for future
consideration.

If it is likely that observations will not result in the obtaining of private
information about a person, then it is outside the 2000 Act framework.
However the use of “test purchasers” may involve the use of covert human
intelligence sources (see para 92)

17. ‘immediate response....”. According to the Covert Surveillance Code of
Practice, “covert surveillance that is likely to reveal private information about a
person but is carried out by way of an immediate response to events such
that it is not reasonably practicable to obtain an authorisation under the 2000
Act would not require a directed surveillance authorisation.” For example, a
police officer would not require an authorisation to conceal himself and
observe a suspicious person that he came across in the course of a patrol.

However, if as a result of an immediate response, a specific investigation
subsequently takes place, that brings it within the 2000 Act framework.

18. What is meant by ‘intrusive surveillance’ or when is surveillance

‘intrusive’?
Surveillance becomes intrusive if the covert surveillance :
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a) is carried out in relation to anything taking place on any ‘residential
premises’ or in any ‘private vehicle’; or a “place for legal
consultation; and

b) involves the presence of an individual on the premises or in the
vehicle or is carried out by means of a surveillance device; or

c) is carried out by means of a surveillance device in relation to anything
taking place on any residential premises or in any private vehicle but
is carried out without that device being present on the premises or in
the vehicle, and the device is such that it consistently provides
information of the same quality and detail as might be expected to
be obtained from a device actually present on the premises or in the
vehicle.

The definition of surveillance as intrusive relates to the location of the
surveillance, and not to other consideration of the nature of the information
that is expected to be obtained. Officers of the Council are unlikely to have
access to any “place of legal consultation”, but should seek advice from legal
Services on the detailed definition.

‘Residential premises’ is defined to include any premises that is for the time
being occupied or used by any person, however temporarily, for residential
purposes or otherwise as living accommodation. For example, the definition
includes hotel rooms. It, however, does not include so much of any premises
as constitutes any common area to which a person is allowed access in
connection with his use or occupation of any accommodation. For example, a
hotel lounge.

‘Private vehicle’ means any vehicle which is used primarily for private
purposes, for example, for family, leisure or domestic purposes. It therefore
does not include taxis i.e. private hire or hackney carriage vehicles.

Why is it important to distinguish between directed and intrusive surveillance?

21.

It is imperative that officers understand the limits of directed surveillance or,
put another way, recognise when directed surveillance becomes intrusive
surveillance because RIPA does not permit local authorities to undertake
intrusive surveillance in any circumstances.

What is a ‘covert human intelligence source’ (CHIS)?

22.

According to RIPA a person is a CHIS if:

a) he establishes or maintains a personal or other relationship with
a person for the covert purpose of facilitating the doing of anything
falling within paragraph b) or c).

b) he covertly uses such a relationship to obtain information or provide
access to any information to another person; or

c) he covertly discloses information obtained by the use of such a
relationship or as a consequence of the existence of such a
relationship.
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A CHIS is effectively an inside informant or undercover officer, someone who
develops or maintains their relationship with the surveillance target, having
the covert purpose of obtaining or accessing information for the investigator.

A purpose is covert, in relation to the establishment or maintenance of a
personal or other relationship, if and only if the relationship is conducted in a
manner that is calculated to ensure that one of the parties to the relationship
is unaware of the purpose.

It is not clear whether ‘information’ is restricted to private information in line
with directed surveillance. The inference is there, but it is not clear. If in doubt,
the Council’s policy is to obtain an authorisation.

RIPA also makes reference to the use of a CHIS which refers to inducing,

asking or assisting a person to engage in the conduct of a CHIS, or to obtain
information by means of the conduct of such a CHIS.

PART 2: GENERAL AUTHORISATION REQUIREMENTS

The authorisation requirements

27.

28.

29.

30.

RIPA requires that prior authorisation is obtained by all local authorities using
directed surveillance and CHIS techniques.

The authorising officer must give authorisations in writing and a separate
authorisation is required for each investigation. Any authorisation must also
be approved by an order from a JP. The application form for such approval is
available on the Council’s intranet, but advice should be sought from Legal
Services on making an application for judicial approval.

Whilst according to RIPA, a single authorisation may combine two or more
different authorisations (for example, directed surveillance and CHIS), the
provisions applicable in the case of each of the authorisations must be
considered separately. Because combining authorisations may cause
confusion, officers must use separate forms for different authorisations.

The purpose of the authorisation is to comply with the Human Rights Act
1998 by providing lawful authority to carry out surveillance. This is why an
authorisation must be obtained where the surveillance is likely to interfere
with a person’s Article 8 rights to privacy by obtaining private information
about that person, whether or not that person is the subject of the
investigation or operation. If the surveillance is then actually carried out in
accordance with the authorisation, it will be less open to challenge.

Who can authorise the use of covert surveillance?

31.

To give effect to RIPA, (1) Service Heads have been designated to authorise
the use of directed surveillance and CHIS techniques in respect of external
investigations and (2) the Monitoring Officer is authorised to sanction the
use of such covert surveillance in respect of internal officer/Member
investigations. Any RIPA authorisation must be approved by an order from a
JP. The JP will be provided with a copy of the authorisation, and with a
partially completed judicial application/order form, which is available on the
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Council’s intranet. Advice should be sought from Legal Services, who will
contact the court to arrange the hearing date for the application.

It should also be noted that in accordance with the relevant Regulations, the
designation of Service Heads to sanction the use of RIPA regulated covert
surveillance extends upwards to the Chief Executive. This is in accordance
also with the Council’s own Constitution.

Ideally, authorising officers should not be responsible for authorising their own
activities i.e. those operations/investigations in which they are directly
involved. However, the Codes of Practice recognise that this may sometimes
be unavoidable, especially in the case of small organisations, or where it is
necessary to act urgently.

Justification for covert surveillance

34.

In order to use covert surveillance (both directed surveillance and a CHIS)
lawfully the person granting the authorisation (i.e. the authorising officer) will
have to demonstrate that the surveillance is both ‘necessary’ and
‘proportionate’ to meet the objective of the prevention or detection of crime
or of prevention of disorder. The JP must also be satisfied that the use of the
technique is necessary and proportionate.

The necessity test

35.

RIPA first requires that the authorising officer must be satisfied that the
authorisation is necessary, in the circumstances of the particular case, for the
prevention and detection of crime, or prevention of disorder. This is the only
statutory ground on which local authorities are now able to carry out directed
surveillance and use a CHIS. For the purposes of the authorisation of directed
surveillance, the crime threshold referred to in paragraph 4 above must be
met. Covert surveillance cannot be “necessary” unless, in that particular
case, there is no reasonably available overt method of discovering the
desired information.

The proportionality test

36.

Then, if the activities are necessary, the authorising officer must be satisfied
that they are proportionate to what is sought to be achieved by carrying them
out. This involves balancing the intrusiveness of the activity on the target and
others who might be affected by it against the need for the activity in
operational terms. The activity will not be proportionate if it is excessive in
the circumstances of the case or if the information which is sought could
reasonably be obtained by other less intrusive means. All such activity
should be carefully managed to meet the objective in question and must not
be arbitrary or unfair.

CHIS - additional requirements

37.

In addition, there are further criteria in relation to CHIS authorisations.
Namely, that specific arrangements exist to ensure that, amongst other
things, the source is independently managed and supervised, that records are
kept of the use made of the source, that the source’s identity is protected from
those who do not need to know it, and that arrangements also exist to satisfy
such other requirements as may be imposed by an Order made by the
Secretary of State.
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RIPA provides that an authorising officer must not grant an authorisation for
the use or conduct of a source unless he believes that arrangements exist
that satisfy these requirements. In this regard, the particular attention of
authorising officers is drawn to paragraph 6.14 of the CHIS Code of Practice
concerning the security and welfare of a CHIS and the need to carry out a
risk assessment.

The Regulation of Investigatory Powers (Source Records) Regulations
2000 (SI No. 2725) details the particulars that must be included in the records
relating to each CHIS. The authorising officer should comment on all these
aspects in his “comments” box, as he may have to justify the fact that he has
taken account of these requirements and made an appropriate provision to
comply.

Collateral Intrusion

40.

Before authorising surveillance the authorising officer should also take into
account the risk of intrusion into the privacy of persons other than those who
are directly the subjects of the investigation or operation (particularly when
considering the proportionality of the surveillance). This is referred to as
collateral inclusion, and the following should be considered::

l. measures should be taken, wherever practicable, to avoid or minimise
unnecessary intrusion into the privacy of those not directly connected
with the investigation or operation;

Il an application for an authorisation should include an assessment of
the risk of any collateral intrusion and the authorising officer should
take this into account, when considering the proportionality of the
surveillance;

M. those carrying out the surveillance should inform the authorising
officer if the investigation or operation unexpectedly interferes with the
privacy of individuals who are not covered by the authorisation; and

V. when the original authorisation may not be sufficient, consideration
should be given to whether the authorisation needs to be amended
and reauthorised or a new authorisation is required.

Local community ‘sensitivities’

41,

Any person applying for or granting an authorisation will also need to be
aware of what the Codes of Practice refer to as “any particular sensitivities in
the local community” where the surveillance is taking place or of similar
activities being undertaken by other public authorities which could impact on
the deployment of surveillance.

PART 3: DIRECTED SURVEILLANCE AUTHORISATION REQUIREMENTS

Applications for directed surveillance authorisation

42.

Applications for authorisation to carry out directed surveillance must be made
in writing using the standard Application Form and judicial approval form
available on the Council’s intranet.
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Duration of directed surveillance authorisations

43.

A written authorisation granted by an authorising officer, and approved by a
JP, will cease to have effect (unless renewed) at the end of a period of three
months beginning with the day on which it took effect.

Reviews of directed surveillance authorisations

44.

45.

Regular reviews of authorisations should be undertaken to assess the need
for the surveillance to continue. Particular attention is drawn to the need to
review authorisations frequently where the surveillance provides access to
‘confidential information’ (see below) or involves collateral intrusion.

Authorisations must be reviewed by the authorising officer therefore at least
monthly using the standard Review Form available on the Council’s intranet
to ensure that they remain in force only for so long as it is necessary.

Renewals of directed surveillance authorisations

46.

47.

48.

If at any time before an authorisation would cease to have effect, the
authorising officer considers it necessary for the authorisation to continue for
the purpose for which it was given, he may renew it in writing for a further
period of three months using the standard Renewal Form available on the
Council’s intranet. The same conditions attach to a renewal of surveillance as
to the original authorisation. An order from a JP is required for a renewal in
the same way as for an authorisation.

A renewal takes effect at the time at which, or day on which the authorisation
would have ceased to have effect but for the renewal. An application for
renewal should not be made until 10 working days before the authorisation
period is drawing to an end. However, where renewals are timetabled to fall
outside of court hours, for example during a holiday period, care must be
taken to ensure that the renewal is completed ahead of the deadline.

Any person who would be entitled to grant a new authorisation can renew an
authorisation, but an order from a JP is also required.. Authorisations may be
renewed more than once, provided they continue to meet the criteria for
authorisation.

Cancellation of directed surveillance authorisations

49.

50.

51.

The authorising officer who granted or last renewed the authorisation must
cancel it using the standard Cancellation Form available on the Council’s
intranet if he is satisfied that the directed surveillance no longer meets the
criteria upon which it was authorised. Authorisations should not be allowed to

simply expire.

Where the authorising officer is no longer available, this duty will fall on the
person who has taken over the role of authorising officer or the person who is
acting as authorising officer (see the Regulation of Investigatory Powers
(Cancellation of Authorisations) Order 2000; SI No: 2794).

If the authorising officer is on sick or annual leave or is otherwise unable to
cancel the authorisation for good reason, any other officer designated to grant
authorisations may cancel the authorisation.
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Ceasing of surveillance activity

52.

As soon as the decision is taken that directed surveillance should be
discontinued, the instruction must be given to those involved to stop all
surveillance of the subject(s). The date and time when such an instruction
was given should be recorded in the notification of cancellation where
relevant (see standard cancellation form).

Urgent cases

53.

A JP may consider an authorisation out of working hours in exceptional
cases. This must be arranged through the court, and two completed judicial
application/order forms must be provided so that one can be retained by the
JP.

Confidential information

54.

55.

56..

57.

58.

RIPA does not provide any special protection for ‘confidential information’.
The Codes of Practice, however, do provide additional safeguards for such
information. Confidential information consists of matters subject to legal
privilege; confidential personal information (information relating to the
physical or mental health or spiritual counselling of a person who can be
identified from it) or confidential constituent information (relating to
communications between a Member of Parliament and a constituent in
respect of constituency matters) or confidential journalistic material
(material acquired or created for the purposes of journalism and held subject
to an undertaking to hold it in confidence). Further details about these
categories of confidential information are set out in the Codes themselves,
and advice can be obtained from Legal Services.

Special care should be taken if there is a likelihood of acquiring any
confidential information. Such authorisations should only be granted in
exceptional and compelling circumstances with full regard to the
proportionality issues such surveillance raises.

In accordance with the provisions of the Code, in cases where through the
use of the surveillance it is likely that confidential information will be acquired,
the use of surveillance must be authorised by the Chief Executive.

If, exceptionally, any Council investigation is likely to result in the acquisition
of confidential material, officers are required to obtain the prior approval of
Legal Services before applying for an authorisation.

If confidential material is acquired during the course of an investigation, the
following general principles apply:

confidential material should not be retained or copied unless it is necessary
for a lawful purpose;

confidential material should be disseminated only where an officer (having
sought advice from the Legal Services Manager) is satisfied that it is
necessary for a lawful purpose;

the retention or dissemination of such information should be accompanied by
a clear warning of its confidential nature. It should be safeguarded by taking
reasonable steps to ensure that there is no possibility of it becoming
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available, or its content being known, to any person whose possession of it
might prejudice any criminal or civil proceedings related to the information;
and

o confidential material should be destroyed as soon as it is no longer necessary
to retain it for a specified purpose.

PART 4: CHIS AUTHORISATION REQUIREMENTS

59. Generally speaking, the authorisation requirements for directed surveillance
also apply to a CHIS authorisation. There are, however, some variations, and
the crime threshold as set out in paragraph 4 does not apply to a CHIS
authorisation.

Duration of CHIS authorisations

60. A written CHIS authorisation granted by an authorising officer and approved
by a JP, will cease to have effect (unless renewed) at the end of a period of
twelve months beginning with the day on which it took effect.

Renewal of CHIS authorisations

61. An authorising officer may renew a CHIS authorisation in writing for a further
period of twelve months. This is subject to approval from a JP.

62. The same conditions attach to a renewal of surveillance as to the original
authorisation. However, before renewing an authorisation for the use or
conduct of a CHIS, officers are required to carry out a review of the use made
of that source, the tasks given to that source and the information so obtained.

CHIS forms

63. Standard CHIS Application; Review; Renewal, and Cancellation Forms,
and the Judicial Approval form are available on the Council’s intranet.
Officers are required to use these forms in the appropriate circumstances.

Vulnerable individuals

64. In accordance with the CHIS Code of Practice, a ‘vulnerable person’ should
only be authorised to act as a CHIS in the most exceptional circumstances
and must be authorised by the Chief Executive. Legal advice should always
be sought. A ‘vulnerable individual’ is a person who is or may be in need of
community care services by reason of mental or other disability, age or iliness
and who is or may be unable to take care of himself, or unable to protect
himself against significant harm or exploitation.

Juvenile sources

65. Special safeguards also apply to the use or conduct of juvenile sources; that
is sources under the age of 18 years. Legal advice should always be sought.
On no occasion should the use or conduct of a CHIS under 16 years of age
be authorised to give information against his parents or any person who has
parental responsibility for him. In other cases, authorisations should not be
granted unless the special provisions contained within The Regulation of
Investigatory Powers (Juveniles) Order 2000 (SI No. 2793) are satisfied.
Authorisations for juvenile sources must be authorised by the Chief
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Executive The duration of such an authorisation is one month only instead
of the usual twelve months.

PART 5: OTHER AUTHORISATION REQUIREMENTS

Central Record of all authorisations

66.

67

68

69.

70

71

The Codes of Practice provide that a centrally retrievable record of all
authorisations should be held by each public authority and regularly updated
whenever an authorisation is granted, reviewed, renewed or cancelled. The
record should be made available to the relevant Commissioner or an
Inspector from the Office of Surveillance Commissioners (OSC), upon
request. These records will be retained for a period of at least three years
from the ending of the authorisation and will comprise of the information
prescribed in the Codes.

The Council will also maintain a record of specified documentation relating to
authorisations as further required by the Codes.

To give effect to these requirements Internal Audit have set up, and will
maintain, a central recording and monitoring system. Authorising officers
are required to e-mail all completed RIPA forms to Internal Audit within
two working days of the grant; review; renewal; or cancellation of the
authorisation so that the Council’s central recording and monitoring systems
can be kept up to date. Authorising officers are also required to send a
copy of all RIPA forms to the Head of Governance, as Monitoring Officer
so that a central register of RIPA forms can be maintained.

Authorising officers should however ensure that original RIPA forms are kept
on the investigation case file and stored securely.

To assist Services, Internal Audit has set up an e-mail alert facility for
authorisations. That is, Internal Audit will e-mail authorising officers 14 days
before an authorisation is due to expire reminding them to either renew the
authorisation if it is necessary for the surveillance to continue or to cancel the
authorisation by completing the appropriate form.

In addition, the Monitoring Officer will receive periodic status reports from
Internal Audit to enable her to be satisfied that RIPA authorisation
requirements are being complied with.

Retention and destruction of the product of surveillance

72

73

Where the product of surveillance could be relevant to pending or future
criminal or civil proceedings, it should be retained in accordance with
established disclosure requirements for a suitable period, commensurate to
any subsequent review.

The Codes of Practice draw particular attention to the requirements of the
code of practice issued under the Criminal Procedure and Investigations
Act 1996. This requires that material which is obtained in the course of a
criminal investigation and which may be relevant to the investigation must be
recorded and retained.
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Where material is obtained by surveillance, which is wholly unrelated to a
criminal or other investigation or to any person who is the subject of the
investigation, and there is no reason to believe it will be relevant to future civil
or criminal proceedings, it should be destroyed immediately. Consideration
of whether or not unrelated material should be destroyed is the responsibility
of the authorising officer.

There is nothing in RIPA which prevents material obtained from properly
authorised surveillance from being used in other investigations. Each Service
must ensure that arrangements are in place for the handling, storage and
destruction of material obtained through the use of covert surveillance.
Authorising officers must ensure compliance with the appropriate data
protection requirements relating to the handling and storage of material.

Acting on behalf of another

76

In cases where one agency is acting on behalf of another, it is usually for the
tasking agency to obtain or provide the authorisation. For example, where
surveillance is carried out by the Police with the use of the Council's CCTV
systems, an authorisation must be obtained by the Police.

PART 6: PRACTICAL APPLICATION OF RIPA

Who is affected by RIPA?

77.

As the Council has already recognised in respect of the application of the
Human Rights Act 1998, RIPA will impact on the enforcement activities of all
the Council’'s regulatory Services, but, in the case of authorisations for
directed surveillance, the crime threshold referred to in paragraph 4 must be
met. This means that directed surveillance will no longer be able to be used
in some investigations where it was previously authorised, eg dog fouling.
However, this does not mean that it will not be possible to investigate these
matters with a view to stopping offending behaviour. Routine patrols,
observation at trouble “hotspots”, immediate response to events and overt
use of CCTV are all techniques which do not require RIPA authorisation.

A public authority may only engage RIPA when in performance of its “core
functions ” in contrast to the “ordinary functions” which are undertaken by all
authorities (eg employment and contractual matters). Accordingly, the
disciplining of an employee is not a core function, although related criminal
investigations may be.

‘general observation vs. ‘systematic surveillance’

78.

According to the Covert Surveillance Code of Practice “General observation
duties of many law enforcement officers and other public authorities do not
require authorisation under the 2000 Act”. For example, police officers will be
on patrol to prevent and detect crime, maintain public safety and prevent
disorder or trading standards or HM Customs and Excise officers might
covertly observe and then visit a shop as part of their enforcement function to
verify the supply or level of supply of goods or services that may be liable to a
restriction or tax. Such observation may involve the use of equipment to
merely reinforce normal sensory perception, such as binoculars, or the use of
cameras, where this does not involve systematic surveillance of an individual.
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The clear view expressed therefore is that usually low-level activity such as
general observation will not be regulated under the provisions of RIPA
provided it does not involve the systematic surveillance of an individual. That
said, the determination of what constitutes ‘general observation’ on the one
hand and ‘systematic surveillance’ on the other is a question of fact, the
determination of which is not always straightforward and depends on the
particular circumstances of an individual case.

In practice, the issue will turn on whether the covert surveillance is likely to
result in obtaining any information in relation to a person's private or family
life, whether or not that person is the target of the investigation or operation. If
in doubt you are strongly recommended to obtain an authorisation.

‘covert’ vs. ‘overt’ surveillance

81.

82.

83.

84.

85.

CCTV
86

In accordance with the Council’s usual practice, wherever possible and
appropriate Services should give advance warning of their intention to carry
out surveillance. This is because the provisions of RIPA regulate the use of
covert surveillance only. In some cases a written warning may itself serve to
prevent the wrongdoing complained of.

However, in order to properly put a person on notice that he is or may be the
subject of surveillance, the notification letter must be couched in sufficiently
precise terms so that he knows what form the surveillance will take (i.e.
record of noise; photographs etc.). In fact, in line with directed surveillance
requirements, notification letters should state how long the surveillance is
likely to last (which should not be longer than three months); the necessity for
the surveillance should be reviewed at least monthly; if it is necessary to
continue the surveillance beyond the initial specified period a renewal letter
should be sent to the ‘noisy’ neighbour, for example, and he should be
informed when the surveillance has ceased.

It is also important to instruct the investigating officer not to exceed the limits
of the ‘surveillance’ he has been asked to carry out.

Whilst it is accepted that the definition of ‘covert’ set out in RIPA could be
interpreted very broadly, it is suggested that whether the surveillance activity
is covert or not depends on the investigator’s intention and conduct. If there is
some element of secrecy or concealment the activity is likely to be covert.

Wherever possible or appropriate, officers should be open; obvious and
overt.

Overt CCTV systems used for general purposes are not usually regulated by
RIPA (but CCTV in general is regulated by the Data Protection Act 1998 and
the CCTV Code of Practice issued by the Office of the Information
Commissioner). If, however, CCTV systems are used to track individuals or
specific locations and the surveillance is pre-planned (i.e. not an immediate
response to events or circumstances which by their very nature, could not
have been foreseen) a directed surveillance authorisation must be obtained.

Recognising a CHIS
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Page 46

The provisions of RIPA are not intended to apply in circumstances where
members of the public volunteer information to the police or other authorities,
as part of their normal civic duties, or to contact numbers set up to receive
information (such as Crimestoppers, Customs Confidential, the Anti Terrorist
Hotline, or the Security Service Public Telephone Number). Members of the
public acting in this way would not generally be regarded as sources.

However, when an informant gives repeat information about a suspect or
about a family, and it becomes apparent that the informant may be obtaining
the information in the course of a family or neighbourhood relationship, this
probably means that the informant is a CHIS, to whom a duty of care is owed
if the information is then used, even though he or she has not been tasked by
the authority to obtain information on its behalf.

The use of professional witnesses to obtain information and evidence is
clearly covered.

Whilst the meaning of “...establishing or maintaining a personal or other
relationship...” is not clear and is open to interpretation, it is suggested that
there has to be some measure of intimacy beyond the ordinary conversation.
Only if an officer, for example, establishes some measure of trust and
confidence with the person who is the subject of the surveillance will he be
establishing or maintaining a personal or other relationship.

Usually a simple enquiry or a request for general information (i.e. a request
for information which would be supplied to any member of the public who
enquired) not obtained under false pretences is not likely to be regulated by
RIPA.

Simple test purchase transactions

92.

93.

Whether or not test purchase transactions are regulated by RIPA depends on
the circumstances and in particular the conduct of the person carrying out the
surveillance. Usually simple covert test purchase transactions carried out
under existing statutory powers where the officer involved does not establish
a personal or other relationship will not require a CHIS authorisation.

Officers should, however, be wary of the law on ‘entrapment’. Whereas
officers can in appropriate circumstances, present a seller or supplier, for
example, an opportunity which he could act upon, officers cannot ‘incite’ the
commission of an offence i.e. encourage, persuade or pressurise someone to
commit an offence.

Use of DAT recorders

94.

95.

If it is appropriate to do so, Environmental Health officers, and to a much
lesser extent Council Housing officers, use a recorder to monitor noise levels
(usually at residential premises) following noise nuisance complaints. Whilst
the recorder is installed by officers, the complainant decides when to switch
the recorder on and off.

The covert recording of suspected noise nuisance where the intention is only
to record excessive noise levels from adjoining premises, and the recording
device is calibrated to record only excessive noise levels, may not require an
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authorisation, as the perpetrator would normally be regarded as having
forfeited any claim to privacy

That said, a Digital Audio Tape (DAT) recorder is a sophisticated piece of
monitoring equipment and if used covertly may constitute directed
surveillance. In general, a letter is sent to the person who is to be the subject
of the surveillance, and this should mean that subsequent surveillance is
overt, and an authorisation will not as a matter of course be required.
However, if there is any doubt as to whether surveillance is covert, eg if any
longer than a few weeks has passed since the alleged perpetrator was
informed that monitoring might be carried out, and if it is likely that private
information will be obtained, then an authorisation should be sought.

RIPA forms

97.

It is imperative that RIPA forms are completed in full whenever RIPA
regulated surveillance activity is planned. The information given must be
specific and detailed; must relate to the particular facts of an individual case
(i.e. avoid standard wording if at all possible) and must demonstrate that a
proper risk assessment has been carried out. Both those who apply for an
authorisation and the Authorising Officer should refer to this policy and to the
relevant Code of Practice in completing the relevant form,

Role of Service Heads/Authoring Officers

98.

99.

100.

101.

102

Service Heads in particular must recognise that RIPA imposes new and
important obligations on those Services affected by RIPA.

Authorising officers are required to ask themselves: “Have | got sufficient
information to make an informed decision as to whether or not to authorise
surveillance activity on the particular facts of this case?”

Authorising officers must be satisfied that there are adequate checks in place
to ensure that the surveillance carried out is in line with what has been
authorised. Such monitoring should be properly documented as well as the
decision making process in general.

Officers are strongly recommended to read this policy in conjunction with the
Covert Surveillance and CHIS Codes of Practice which provide
supplementary guidance.

If the surveillance is not properly authorised, the protection offered by RIPA
will be lost.

How to access RIPA documents?

103.

104.

RIPA itself; explanatory notes to RIPA, the Covert Surveillance and CHIS
Codes of Practice; RIPA statutory instruments and other RIPA documents are
available on the Home Office web-site:
www.homeoffice.gov.uk/counter-terrorism/regulation-investigatory-powers/.

Relevant RIPA documents as well as this policy and the Council’s standard
forms have also been posted on the Council’s intranet.
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